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[bookmark: _GoBack]The running and management of different applications involve the process of authorization which grants the users of different applications the express right to access and work on data. Authorization is an important activity in any organization as it ensures the security of information and ensures that organizations do not suffer loses as a result of this. There are three levels of authorization that are usually used in securing and protecting information and data. They include the virtual machine, task and the entry point (Jain, Foiles, & Janardhana, 2018). The virtual machine authorization level is created when a user ID is entered and thus grants access to the system. This form of authorization processes task in a supervisory role and may be able to process both authorized and unauthorized programs. The task level of authorization also allows for the handling of tasks in the applications in both the supervisory role and the actual undertaking of the roles. The entry point of authorization allows employees to handle most of the tasks and also gives room for the supervisor to enter and manage the applications.
The CEO of the organization is in charge of all operations and duties and thus requires to observe all that the employees are doing. Therefore, it is important that the CEO is allocated the virtual machine authorization, which will ensure that he can supervise all the work being done. The systems administrator also monitors and manages the kind of operations being undertaken in the organization. Therefore, the appropriate level of authorization to be allocated to the system administrator would be the virtual machine and the task level (Jain, Foiles, & Janardhana, 2018). Through this, the administrator will provide support to the employees. I.T personnel also requires a much higher form of authorization to assist the other employees with the challenges that they may face within the applications. The help desk and the filed representatives are both allocated the entry level of authorization since they are only required to log in and undertake their work. They are not allowed to alter any form of information present in the applications and this ensures that information is protected at all times. They may be able to alter information which may lead to huge losses for the organization. The finance personnel are also authorized with the entry level to enable them to perform their duties. They are only restricted to this as it giving them other levels of authorization may lead to them manipulating some of the figures thus presenting falsie accounting information.
The organization needs to identify the employees that it has with the corresponding duties that they hold. This is critical in ensuring that the management is aware of the people undertaking various tasks and thus can be held accountable. One such way of identifying them is by use of their responsibilities. Through the separation of duties, the organization can know the people undertaking particular duties and thus engage them properly. Another way of identification is through the level of reporting that they do. There are various levels of reporting in the organization, and thus, it is easy for them to identify the highly sensitive ones and allocate the right kind of authorization (Bolino, Klotz, Turnley, Podsakoff, MacKenzie & Podsakoff, 2018). This will give the organization constant information from the employees as they will just log in and submit.
 The title that the employees hold also goes a long way in helping the organization identify its employees. This is in the sense that there may be quite a huge number of employees in the organization and thus it would be important to have a title that can make it easy for one to identify them. This will also ensure that the organization is dealing with the correct employees in terms of handling sensitive information and thus prevent leakage of crucial information. Therefore, it is important for organizations to identify these methods and thus deal better with the employees.
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